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Can 5G secure IoT?
IoT Security threat landscape
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THE PROMISE OF 5G
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Source: Nokia Networks (2016) 5G masterplan – five keys to create the new communications era. White Paper, C401-011949-WP-201601-1-EN.
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5G SECURITY
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what is new in 5G?
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EVOLUTION OF MOBILE SECURITY
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1980 1990 2000 2010 2020 Time
1G

• Subscriber ID authentication (SIM)
• Confidentiality protection on radio interface

• Mutual authentication (AKA)
• Signalling integrity protection
• Strong crypto algorithms

• Separate protection on 
radio and core network
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• Subscriber privacy protection
• Home control & Unified 

Authentication (3GPP, wifi)
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SUBSCRIBER PRIVACY PROTECTION

False base station (IMSI Catcher) can be 
used to retrieve the IMSI

More attention and demand for
privacy protection

5G security design goal:
Defeat IMSI Catcher 

Identity Response [IMSI]

Identity Request
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SUBSCRIBER PRIVACY PROTECTION

Subscription Permanent Identifier (SUPI)
<SUPI>:=<MCC>|<MNC>|<MSIN>

Subscription Concealed Identifier (SUCI)
<SUCI>:=<MCC>|<MNC>|<encrypted MSIN>

SUPI should not be transferred in 
clear text over 5G Radio Access Network

Solution:
SUPI encrypted with home network 
public key on initial attach (SUCI)
Complete authentication

UE HPLMN

[SUCI]

[SUPI]

Authentication procedure

de-conceal
SUPI

HN
private key

HN
public key

conceal
SUPI

SUPI
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SUBSCRIBER PRIVACY PROTECTION

Subscription Permanent Identifier (SUPI)
<SUPI>:=<MCC>|<MNC>|<MSIN>

Subscription Concealed Identifier (SUCI)
<SUCI>:=<MCC>|<MNC>|<encrypted MSIN>

SUPI should not be transferred in 
clear text over 5G Radio Access Network

Solution:
SUPI encrypted with home network 
public key on initial attach (SUCI)
Complete authentication
Send SUPI from HPLMN to VPLMN
Confirm SUPI by binding into a key

UE HPLMN

[SUCI] [SUCI, SNN]

VPLMN

[SUPI]

Authentication procedure

de-conceal
SUPI

HN
private key

HN
public key

conceal
SUPI

SUPI

SUPI confirmation

[SUPI]

roaming
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SUBSCRIBER PRIVACY PROTECTION
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GSMA Coordinated Vulnerability Disclosure 
Programme

https://www.gsma.com/aboutus/workinggroups/worki
ng-groups/fraud-security-group/gsma-coordinated-
vulnerability-disclosure-programme

3GPP Coordinated Vulnerability Disclosure 
(CVD) 

http://www.3gpp.org/coordinated-vulnerability-
disclosure-cvd 11
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gNB

Untrusted 
wifi AP

Core Network

N3IWF

UE

SEAF AUSF ARPF

authentication functions

5G AKA, or
EAP_AKA’

EAP_AKA’

3GPP

Non-3GPP

5G AUTHENTICATION – Unified

5G security design goal:
Unified authentication framework for
both 3GPP & Non-3GPP (e.g. wifi)

UE User Equipment

SEAF SEcurity Anchor Function

AUSF Auth. Server Function

ARPF Auth. credential Repository 
and Processing Function

N3IWF Non-3GPP Interworking Func.
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4G / EPS AKA

Authentication & Key Agreement

MME verifies RES == XRES

RAND = Random challenge
RES = Response
XRES = eXpected RESponse

AUTN = AUthentication TokeN
(used for authenticating network)

MME HSS/AuC

[IMSI or GUTI]

UE

Generate AV

AV = [RAND|XRES|KASME|AUTN]

[RAND, AUTN]

[RES]

Check RES==XRES

[IMSI or GUTI]

Visited Home network
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5G AUTHENTICATION - Home Control

5G AKA
Based on 4G / EPS AKA

New RES* and H(X)RES*

Calculation of RES*

Home Network (i.e. AUSF) 
checks if RES* == XRES*

Calculation of HRES*

HRES* = hash(RAND, RES*)

Calculated in SEAF and AUSF

SEAF / Visited Network checks 
if HRES*==HXRES*

AMF/SEAF UDM/ARPF

[SUCI or 5G-GUTI]

AUSFUE

Generate HE AV

5G HE AV

Calc. HXRES*

5G AV
[RAND, AUTN]

[RES*]

[RES*]

Check RES*==XRES*

[SUCI or SUPI]

5G HE AV = [RAND|XRES*|KAUSF|AUTN]
5G AV = [RAND|HXRES*|KSEAF|AUTN]

Calculate HRES*
Check HRES*==HXRES*

Visited Home network
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5G SECURITY
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how is 5G communication protected?
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Core Network

5G SECURITY – UP & CP Protection

User Plane (UP) traffic integrity & confidentiality protection 

Control Plane (CP) traffic integrity (mandatory) & confidentiality protection

Similar to 4G

gNB

UE

AMF/

SEAF

UDM/

AUSF/

ARPF

User Plane 

Function

Data

Network

CP Confidentiality

CP Integrity (M)

UP Confidentiality

UP Integrity

CP Confidentiality

CP Integrity (M)

Network Domain Security (i.e. IPsec)

SMF
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NETWORK SLICING
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5G SECURITY
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additional services for IoT

• 3GPP TR 33.861 - Study on evolution of Cellular IoT 
security for the 5G System
includes a.o.

• Integrity protection / encryption of small data
• Signalling overload due to Malicious Applications on the UE
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Mobile Network

Battery Efficient Security for very low throughput Machine Type Communication 
(MTC) devices

BEST – IoT Security Service 

Home 
Security 
Endpoint

Enterprise
Application 

Server
UE

End to Middle Secured Data Protocol

Option 1) E2M security

BEST key agreement service 

IoT

E2E keysE2E keys

E2E secured communication
Option 2) E2E security

Derive 
E2E keysDerive 

E2E keys
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5G SECURITY
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Can 5G secure IoT?
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Can 5G secure IoT?
IoT Security threat landscape
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5G can increase security of IoT, but …
… 5G is not the panacea for IoT security.
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QUESTIONS
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Reinder Wolthuis
+31 6 5191 33 79

reinder.wolthuis@tno.nl

Reinder Wolthuis
+31 6 5191 33 79

reinder.wolthuis@tno.nl

Frank Fransen
+31 6 53 72 49 00

frank.fransen@tno.nl
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THANK YOU FOR YOUR 
ATTENTION

Take a look:
TIME.TNO.NL


