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There is no cloud |
it’s just someone else’s computer

https://www.chriswatterston.com/blog/my-there-no-cloud-sticker
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TO CLOUD?

THAT IS THE
QUESTION




Lack of control and
Security and privacy management tools
(resources, costs)

Vendor and contract
management

Vendor lock-in, data
portability and
interoperability

Performance &

L Technical integration
reliability £

Internal expertise
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Do we have a choice?
Suppliers cloud focus: all-in



by  DinaBass http://www.bloomberg.com/news/articles/2016-06-02/microsoft-board-
¥ dinabass mulls-sales-force-revamp-to-speed-shift-to-cloud

Microsoft Board Mulls Sales

June 2, 2016 - 1:00 PM CEST

Force Revamp to Speed Shift
to Cloud

hompson sabkd he and the board are pleasad with a push b Chief Executive OfTioer
Satya Nadella 10 make more moaey from sofltware aad servicoes dotivered over ths
iternet, bul want! £ 1o move much lader. They re commidering idean ke Increasing

spending, overhaulag the sales foece and managing parinceshags differently 10 stiep up

the pay

The Chowd growth Ian t meredy nice 2o
have ~ s ontiosl apgadest the backdeog
£ Soclining demand for what s knoman
am on-permiw software programa, the
more leaditions] appecach Lhat inrvolves
Installingg sofTware om a Comany s ow
mpaners and networks, No ons " .
knows exactly how quickly sales of On'premlse software
those kegacy offerings will drop off business could evaporate

a . hompson sabd, but it's “Incevitabde that in a matter Of yearS”

part of our business will be under

continued prowsure.”



Major Microsoft Rearganization Shifts Focus to the Cloud
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Maove over Windows, the oloud is taking over.
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CLOUD SERVICES

Users are choosers

What do we
®/ from others
, ourselves

& INTEGRATE with our infrastructure

HYy brid multl-clowd



EU spending on clouds S1DC
44 .8 €Bn
2013: 2.8 billion euro (2.6% of total IT spending)

2015: 5.9 billion euro (4.5% of total IT spending)

2020: 44.8 billion euro (10.8% of total IT spending)

Baseline Forecast 2020 IS this cloud...?

5%

2020 Spend

*SMEs *Large companies - Government mSaaS wmPaaS laaS Private Cloud - laa$S only



O-It executive

Ondanks het grote belang van de
publieke cloud voor grote
Nederlandse organisaties, is slechts
op beperkte schaal sprake van een
strategische wisselwerking met de
grote aanbieders. Enerzijds kiezen
IT-verantwoordelijken zelf voor
vrijblijvendheid en het voorkomen
van lock-in. Anderzijds staat de
grote schaal en internationale
oriéntatie van deze leveranciers
zo'n partnership in de wegq.

Nagenoeg alle organisaties maken gebruik van de publieke cloud of overwegen dit te gaan doen. Voordelen
worden breed onderkend. Denk aan een grote mate van schaalbaarheid, time-to-market, wendbaarheid,
integratie, flexibiliteit, snelheid, lagere tco, robuustheid, redundantie, veiligheid, altijd technisch ‘up to date’,
beheer- en gebruiksgemak . De IT-functie is hierdoor beter in staat om zich te richten op de voor de business
en het bedrijf onderscheidende zaken. Bovendien is de cloud direct of indirect van positieve invloed op
medewerkerstevredenheid en -betrokkenheid.

https://itexecutive.nl/data-en-digitaal/schaalgrootte-cloudaanbieders-staat-strategische-samenwerking-in-de-weg/?mc_cid=8c8bd54625&mc_eid=780fa142f1






Supplier analysis matrix

HIGH

Level of COMMUNITY interaction

LOW PRODUCT capabilities for Research and Education

HIGH
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GEANT)

BRING THE CLOUD ON THE GROUND

Making cloud services accessible: easy and safe to use
through pan-European collaboration and agreements

s !
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E
GEANT -

40 European GEANT membership
National Research and Education Networks (NRENSs) e
Collaborate in their European association GEANT: s
Network, Identity Management, Clouds —
Deliver to 10.000 organisations with 50 million users
Collective hybrid multi-cloud approach, build and buy st
Public clouds: procure from commercial suppliers
Community clouds: develop and operate sector

*UNINETT (Norway)

specific solutions

One digital single market, with many cloud services



We hebben in de Europese Unie al de

Interview Andrus Ansip cennialang één markt in de fysieke we-
Zijn thuisland geeft het goede voorbeeld. reld en daar profiteert iedereen van. De
Nu probeert eurocommissaris Andrus i S T AP R I f??w
Ansip, voormalig premier van Estland, SRR GRN SOV FNAPICIN VR LR

Ons leven, onze economie, wordt elke
dag digitaler en toch worden de barriéres
tussen de lidstaten hoger. Die barriéres
nodig om economisch te overleven, moeten we afbreken”

alle 28 Europese lidstaten samen te
smeden tot één digitale marke. Het is

Dus de fysieke locatie van de data of da-
tacentra speelt geen rol meer?
«Nee. Datalocalisatie is volgens mij een

] W - ——

sarom kost het 13 eu doodlopende weg: het is geen oplossing
. ro om een pakketje en heeft geen toekomst. Onze strategie is
van Nederiand naar gericht op een vrije en veilige datastroom
Spanje te sturen en hmnvn de Europese Unie En die moet ook
| 1) euro als je een buiten Europa gelden, zoals in de VS.

pakketje van Spanje
naar Nederland stuurt? Waarom werk?
| Uitzending Gemist niet in het buitenland N
en weigert cen allaanse webwinkel je

| Nederlandse creditcard? | Digital Single Market

NRC, 4 juni 2016



Europa

Grootste producent van
onderzoeksgegeves ter wereld
Maar infrastructuur
onvoldoende en
gefragmenteerd
Daarmee ‘big data’
onvoldoende benut

EC wil bestaande infrastructuur
voor onderzoek
verstevigen en meer
verbinden,
via de European Open Science
Cloud.

¥4
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Networks - Services - People
PREPARATION
USER & SOURCING DECISION
ORGANISATIONAL [ -~ (on-premise,
REQUIREMENTS community cloud,
public cloud)
EXECUTION

INTEGRATION USER & WORKLOAD
oo Network- & IdM . MANAGEMENT
connection, COST CONTROL

multi-cloud portal




Data veilig
Leverancier moet zich houden aan
Europese en nationale wet- en regelgeving

Dienst afnemen via
instellings-inkoop-processen

Dienst betaalbaar

met voorspelbare kosten

Niet betalen voor netwerkverkeer
Netwerk koppeling

- . |I. .
We W|||en Inloggen met instellingsacount;

Identity Management integratie
naar de cloud
Mmaar.....

Data terughalen
of verplaatsen naar andere leverancier




Benefits of the pan-European GEANT framework agreements

Ready-to-use agreements
which comply with EU
data protection law,
large and small including GDPR

‘) :r‘\(vl ' MAR '.' |

Discounted prices
for all institutions,

QIGITAL

el

L e ']

] ™ , - Results of the GEANT tender for
Invoice billing, no credit card needed, e - o Infrastructure as a Service sohtions
accommodating capital expenditure =

through upfront commitments e ::"'?E? ;‘.“.:'.::..'....,. _

I 8w GPwwr ~EP Pawrs N ARG VN

Transfer existing Sign your — S ——
educational contract e | ~—————1paa & e
licenses to the o S T

cloud local law

B e )

€ Ao s hrem N Vi

Reduced traffic costs,

through suppliers’ Single sign-on
connections to the support (SAML2) EU institutions can buy the offerings directly
GEANT network There is no need to run your own tender




GEANT cloud catalogue, laaS offerings

WS l e J=' Microsoft
\/‘7 dlmengégg “‘ Micro;oft Azure

Amazon Web Services

via resellers , T r ft i
L = Vancis
) <
CloudS|gma° @’ k p n interou.ge?
lalselecom == SPARKLE Il - -Systems- - -




Advanced pan-European backbone _

network connecting National Research - r_ :

and Education Networks (NRENS) L

across Europe

More than 50,000 km in length. ;
- 4 - I

DATA VOLUME

Over 1000 terabytes of data are
transferred every day

CONNECTING CLOUD PROVIDERS
TO THE GEANT & NRENs’ NETWORKS,
THROUGH PRIVATE PEERINGS




Federated Identity Management
and single sign-on




/lv % P L ™~
SURFconext - the cloud integrator for
| ] ol 8§ h'gher education and research
o l P e N 2 )

Google @ (] Office 365
eLan iﬁi— Blackboard @ Springer

TCPdesk

box =

| youforce
AAASIE ISYE

J g, Kluwer | RESEARCH INFORMATION SYSTEM 130+ SerViceS con nectEd

a Wolters Kluwer business

@ webex

agreements, including privacy & security
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eduGAIN interconnects identity federations 2 ~ S L N |
around the world e u UMl \

Using SAML2
protocol

Over 40 federations
worldwide support more than
1,500 Identity Providers and
1,000 Service Providers.




Risk classification for sourcing decisions

et by

LOW RISK MEDIUM RISK HIGH RISK

Data for public use Personally Identifiable data Sensitive

Data is not generally available | (Personally Identifiable) data

Loss of confidentiality, to the public

Ara v wd wwpanS e v N wi oW Pe e | e e ey

integrity, or availability of the Loss of the data or system [ Sy ——————

e woal ghea S
B g ahrme dels v e brs ol aisartrg dets bl ghrasy ~aPe e Ty plare

data or system has no Loss of of the data or system | could have a significant
significant impact could have a mildly adverse adverse impact on our

impact mission, safety, finances or
reputation.
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https://www.surf.nl/themas/beveiliging /beveiligingsdiensten-
en-tools/informatiebeveiliging/index.html



https://www.surf.nl/themas/beveiliging/beveiligingsdiensten-en-tools/informatiebeveiliging/index.html

Online Cloud Catalogue: B -
; GE?NTQ

‘laasS service matrix’ - Displaying providers’ capabilities

Networks - Services - People

laaS Solution

Data Transport

Federated user authentication
Data protection and security
Commercial terms

Online Cloud
Catalogue:
‘laaS service matrix’
Displaying
providers’
capabilities
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AC14 - Migration of existing contracts
(Awarding Criteria)
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Positionering l1aaS aanbieders

Lift & shift Hyperscale clouds; Enterprise application
rearchitecture support

Vancis Microsoft Dimension Data
KPN Amazon AWS
SURFnet SVP

34




Containers as a Service (Caas)
FUNCTIONS, FUNCTIONS, FUNCTIONS, / Conauners s b Servioe (o0
APPLICATIONS APPLICATIONS APPLICATIONS ’

Function as a Service (Faas), Serverless
OPERATING OPERATING OPERATING AWS Lambda, Google Clowd Functions,
SYSTEM SYSTEM SYSTEM Azure functions

HARDWARE HARDWARE HARDWARE

CLASSIC MODEL VIRTUAL MACHINES = CONTAINERS, micro-applications
SERVERLESS, micro-functions

- Provided by vendor
Rehosting: Lift-and-shift; replicate in-house apps in the cloud without re-design.
- Managed by customer Re-platforming: do not change the core of the application but optimise
Repurchasing: move to a new product (from in-house to SaaS)
Re-architecting: develop from the ground up
Retire: sunset the service
Retain: do nothing
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Nextcloud







The ability to control and move virtual
machine workloads across different
suppliers.

Centralised metering, alerts, billing,
usage caps, cost control, reporting
and workload optimisation.
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Ready to use agreements for institutions

'3 Dropbox

! - . A Consume up to national tender threshold

— - - - . .“. o
-“ "“‘, - ~—
. - v .
v
- M

~ -——

Compliant with EU data

v = | protection regulation (GDPR)
Google =

ClOUd P|atform Single sign-on support (SAML2)

Special educational prices
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HARNESSING = We must rethink the integration of minds and machines,
= of products and platforms, and of the core and the crowd
OUR DIGITAL P P

-—.FUTURE

McAfee, Andrew; Brynjolfsson, Erik.

Machine, Platform, Crowd:
— Harnessing Our Digital Future

D bl
+334 +7
a4

=5
ERd
Lee

“PLATFORM:
"CROWD .

THE SECOND
MACHINE AGE

> ANDREW McAFEE - e
ERIK BRYNJOLFSSON-= it

BERT AL S ANTHO M L THE MECOND MACHING A6F
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Google’s AlphaGo Al beats the world’s best human Go player

Google DeepMind supercomputer learns 3,000 years of human knowledge in 40 days

Jie said that AlphaGo’s performance left him “shocked” and “deeply impressed” in post-match
statements, noting that the moves the computer played “would never happen in a human-to-human

match.”

http://www.telegraph.co.uk/science/2017/10/18/alphago-zero-google-deepmind-supercomputer-learns-3000-years/

https://techcrunch.com/2017/05/23/googles-alphago-ai-beats-the-worlds-best-human-go-player/



Drones will watch Australian beaches
for sharks with Al help

3 » 1

g pws g e hwe gea’ @ g g A g - e &

Nl Ty B m o wn BTy P e e B s el 8 Ne e - .
e Ve m—— W s Pmanng . e e A e

e I e, e el i Tt

e . A ) wyhemees | e Vgye & v vl AT S e

G o g hes o s ¢ v em pwas § g T gy b e
Meshhom Mud v st P, P s o e e o B s & -y
g wd Phd o A P et e e Nas b B N e
e gy 8t el cmmm aid b pge ) ond e e gt o e

™ bt fam & ® » premvew et o . ey - o The wo=

Cas e w e b Nt el Ve Vet i b e e e e wet e
Bt g ot . am s 4wty v (N v @t B
gt Dew S’ et T 1 e e g R ehgme el -
s AP wvr M A ed et e vwe N e AR L vw

LR e

Artificial intelligence identifies
plant species by looking at them
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Analyse audio, pictures and video with machine learning algorithms from IBM, Google and Microsoft

g ae
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== Microsoft

Online machine learning chat bot

The QnA Maker lets you create a knowledge base
of questions and answers from online and editorial sources.

Microsoft QnA Maker is a free, easy-to-use, REST APl and web-
based service that trains Al to respond to user's questionsin a
more natural, conversational way.

Integrate Microsoft Cognitive Services to enable your bot to see,
hear, interpret and interact in more human ways.

-t i, e e Pe b aw - D e R — - - - - ant -

QnA Maker

PREVIEW

From FAQ to Bot
IN Minutes.

Bwid, train and pubish a simple Quest:on and answer bot based on

FAQ URLs, structured documents or editorial content in minutes

What are your hours today?
‘ We are open from TAM - 10PM

Do you have a gluten free menu?

https://gnamaker.ai




y - bijblijven over actuel

Workshop SURF Cloud voor
beslissers en beleidsmakers

)| Digven over actuel

Bijeenkomst SURFcumulus

Detume: 21 NOV 2017
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GEANT clouds Website

https://clouds.geant.org/support-for-institutions/
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Cloud Security Myths & Opportunities - Amazon Web Services Webinar

There are many myths relating to cloud security which can deter using
considering the advantages of cloud computing for their operations or research.
This webinar will address these concerns and identify the opportunities that
cloud services bring. Tim Rains is Amazon Web Services’ Regional Leader for
Security and Compliance in Europe, Africa, and helps federal, regional and local
governments understand the security requirements of cloud services.

17 oktober
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Samen in de cloud
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