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Samen in de cloud



https://www.chriswatterston.com/blog/my-there-no-cloud-sticker
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CLOUD

CLOUD?



Cloud adoption obstacles and concerns

Security and privacy
Lack of control and
management tools 
(resources, costs)

Technical integration

Vendor and contract 
management

?

Vendor lock-in, data 
portability and
interoperability

Internal expertise

Performance & 
reliability







Samen bedienen we
1 miljoen studenten, 
onderzoekers en medewerkers,  
die de beste digitale diensten 
willen gebruiken.



Veel van die diensten
‘leven in de cloud’.

We kunnen eenvoudigweg niet al die 
diensten lokaal produceren.

Cloud is een onderlaag.



Do we have a choice?
Suppliers cloud focus: all-in



http://www.bloomberg.com/news/articles/2016-06-02/microsoft-board-
mulls-sales-force-revamp-to-speed-shift-to-cloud

“On-premise software 
business could evaporate 

in a matter of years”



https://www.subscriptioninsider.com/news
/major-microsoft-reorganization-shifts-

focus-to-the-cloud-5970-1.html



CLOUD SERVICES

What do we

CONSUME from others

PRODUCE ourselves

INTEGRATE with our infrastructure

Hybrid multi-cloud

E-Infra

Users are choosers



2013: 2.8 billion euro (2.6% of total IT spending)

2015: 5.9 billion euro (4.5% of total IT spending)

2020: 44.8 billion euro (10.8% of total IT spending)

EU spending on clouds

Is this cloud…?



Ondanks het grote belang van de 
publieke cloud voor grote 
Nederlandse organisaties, is slechts 
op beperkte schaal sprake van een 
strategische wisselwerking met de 
grote aanbieders. Enerzijds kiezen 
IT-verantwoordelijken zelf voor 
vrijblijvendheid en het voorkomen 
van lock-in. Anderzijds staat de 
grote schaal en internationale 
oriëntatie van deze leveranciers 
zo’n partnership in de weg.

Nagenoeg alle organisaties maken gebruik van de publieke cloud of overwegen dit te gaan doen. Voordelen 
worden breed onderkend. Denk aan een grote mate van schaalbaarheid, time-to-market, wendbaarheid, 
integratie, flexibiliteit, snelheid, lagere tco, robuustheid, redundantie, veiligheid, altijd technisch ‘up to date’, 
beheer- en gebruiksgemak . De IT-functie is hierdoor beter in staat om zich te richten op de voor de business 
en het bedrijf onderscheidende zaken. Bovendien is de cloud direct of indirect van positieve invloed op 
medewerkerstevredenheid en -betrokkenheid.

https://itexecutive.nl/data-en-digitaal/schaalgrootte-cloudaanbieders-staat-strategische-samenwerking-in-de-weg/?mc_cid=8c8bd54625&mc_eid=780fa142f1
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BRING THE CLOUD ON THE GROUND
Making cloud services accessible: easy and safe to use
through pan-European collaboration and agreements



40 European 
National Research and Education Networks (NRENs)

Collaborate in their European association GÉANT: 
Network, Identity Management, Clouds

Deliver to 10.000 organisations with 50 million users 

Collective hybrid multi-cloud approach, build and buy
Public clouds: procure from commercial suppliers
Community clouds: develop and operate sector 
specific solutions

One digital single market, with many cloud services

ICELAND*
RHnet

SWEDEN*
SUNET

NORWAY*
UNINETT

FINLAND*
CSC

ESTONIA
EENet

LITHUANIA
LITNET

DENMARK*
DeiC

UNITED KINGDOM
Janet

NETHERLANDS
SURFnet

IRELAND
HEAnet

GERMANY
DFN

BELGIUM
Belnet

FRANCE
RENATER

LUXEMBOURG
RESTENA

CZECH REPUBLIC
CESNET

SWITZERLAND
SWITCH

AUSTRIA
ACOnet

POLAND
PCSS

BELARUS
UIIP NASB

SLOVAKIA
SANET

HUNGARY
HUNGARNET

BULGARIA
BREN

SLOVENIA
ARNES

CROATIA
CARNet

ITALY
GARR

ALBANIA
ANA

MONTENEGRO
MREN

SERBIA
AMRES

ROMANIA
RoEduNet

MACEDONIA
MARnet

GREECE
GRNET

SPAIN
RedIRIS/RED.ESPORTUGAL

FCT|FCCN

MALTA
University of Malta

TURKEY
ULAKBİM

CYPRUS
Cynet

ISRAEL
IUCC

GÉANT membership

MOLDOVA
RENAM

AZERBAIJAN
ANAS

ARMENIA
ASNET-AM

LATVIA
Ministry of Science and Education

GEORGIA
GRENA

NATIONAL MEMBERS 
1 per country

REPRESENTATIVE MEMBER 
NORDUnet*

ASSOCIATES

ADVA Optical Networking

Alcatel-Lucent

Ciena Corporation

CERN

Cisco Systems

*CSC (Finland)

*DeIC (Denmark)

ECI Telecom GmbH

EMBL

European Space Agency

Level 3 Communications

ownCloud

*RHnet (Iceland)

*SUNET (Sweden)

Tata Communications

*UNINETT (Norway)



EU

Digital Single Market 

NRC, 4 juni 2016



Europa
Grootste producent van 

onderzoeksgegeves ter wereld
Maar infrastructuur 

onvoldoende en 
gefragmenteerd

Daarmee ‘big data’ 
onvoldoende benut

EC wil bestaande infrastructuur 
voor onderzoek 

verstevigen en meer 
verbinden,

via de European Open Science 
Cloud.



USER & 
ORGANISATIONAL
REQUIREMENTS

DATA & 
RISK 
CLASSIFICATION

SOURCING DECISION
(on-premise, 
community cloud, 
public cloud)

PROCUREMENT
(tender, legal, 
contract- & vendor 
management)

INTEGRATION
network- & IdM 
connection,
multi-cloud portal

USER & WORKLOAD 
MANAGEMENT
COST CONTROL

PREPARATION

EXECUTION



We willen 
naar de cloud
maar…..

IN DE CLOUD
Data veilig 
Leverancier moet zich houden aan 
Europese  en nationale wet- en regelgeving

Dienst afnemen via 
instellings-inkoop-processen 

Dienst betaalbaar 
met voorspelbare kosten

Niet betalen voor netwerkverkeer
Netwerk koppeling
Inloggen met instellingsacount; 
Identity Management integratie

UIT DE CLOUD
Data terughalen
of verplaatsen naar andere leverancier



Benefits of the pan-European GEANT framework agreements

23

Discounted prices 
for all institutions, 
large and small

Invoice billing, no credit card needed, 
accommodating capital expenditure

through upfront commitments

Ready-to-use agreements
which comply with EU 

data protection law, 
including GDPR

Transfer existing 
educational 
licenses to the 
cloud

Manage 
usage and 
spending

Sign your 
contract 

under 
local law

Reduced traffic costs, 
through suppliers’  
connections to the 
GÉANT network

Single sign-on 
support (SAML2) EU institutions can buy the offerings directly

There is no need to run your own tender



GÉANT cloud catalogue, IaaS offerings

via resellers

via resellers



DATA VOLUME
Over 1000 terabytes of data are 
transferred every day

Advanced pan-European backbone 
network connecting National Research 
and Education Networks (NRENs) 
across Europe 
More than 50,000 km in length.

CONNECTING CLOUD PROVIDERS 
TO THE GÉANT & NRENs’ NETWORKS, 
THROUGH PRIVATE PEERINGS



Federated Identity Management 
and single sign-on



130+ services connected 
agreements, including privacy & security



eduGAIN interconnects identity federations 
around the world

Over 40 federations 
worldwide support more than 
1,500 Identity Providers and 

1,000 Service Providers. 

Using SAML2
protocol



LOW	RISK

Data	for	public	use

Loss	of	confidentiality,	
integrity,	or	availability	of	the	
data	or	system	has	no	
significant	impact

MEDIUM	RISK

Personally	Identifiable	data
Data	is	not	generally	available	
to	the	public

Loss	of	of	the	data	or	system	
could	have	a	mildly	adverse	
impact	

HIGH	RISK

Sensitive	
(Personally		Identifiable)	data

Loss	of	the	data	or	system	
could	have	a	significant	
adverse	impact	on	our	
mission,	safety,	 finances	or	
reputation.

Data	type
On-premise
(at	the	institute)

In	country In	EU	+	EEA Anywhere,
In	non-EU	non-EEA

public Y Y Y Y

unrestricted Y Y Y Y

restricted Y Y Y N

confidential Y Y Y,	but	only in	
community	cloud

N

secret Y Y Y,	but	only	in	
community	cloud

N

Risk classification for sourcing decisions



https://www.surf.nl/themas/beveiliging/beveiligingsdiensten-
en-tools/informatiebeveiliging/index.html

https://www.surf.nl/themas/beveiliging/beveiligingsdiensten-en-tools/informatiebeveiliging/index.html


Online Cloud Catalogue:
‘IaaS service matrix’ - Displaying providers’ capabilities
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Online Cloud 
Catalogue:

‘IaaS service matrix’
Displaying 
providers’ 

capabilities
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Positionering IaaS aanbieders

Lift & shift Hyperscale clouds;
rearchitecture

Enterprise application
support

Vancis Microsoft Dimension Data

KPN Amazon AWS

SURFnet SVP
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HARDWARE

OPERATING
SYSTEM

FUNCTIONS,
APPLICATIONS

CLASSIC MODEL

HARDWARE

OPERATING
SYSTEM

FUNCTIONS,
APPLICATIONS

VIRTUAL MACHINES

HARDWARE

OPERATING
SYSTEM

FUNCTIONS,
APPLICATIONS

CONTAINERS, micro-applications
SERVERLESS, micro-functions

Provided by vendor

Managed by customer
Rehosting: Lift-and-shift; replicate in-house apps in the cloud without re-design.

Re-platforming: do not change the core of the application but optimise

Repurchasing: move to a new product (from in-house to SaaS)

Re-architecting: develop from the ground up

Retire: sunset the service

Retain: do nothing

Containers as a Service (Caas)
Docker Cloud, Amazon ECS

Function as a Service (Faas), Serverless
AWS Lambda, Google Cloud Functions, 
Azure functions







Cloud Orchestration
Cloud Management Platforms

The ability to control and move virtual 
machine workloads across different 
suppliers.

Centralised metering, alerts, billing, 
usage caps, cost control, reporting 
and workload optimisation.



SURFcumulus









Google Cloud Platform & Dropbox
dedicated offers for the European 
research and education community

Ready to use agreements for institutions
Consume up to national tender threshold

Compliant with EU data 
protection regulation (GDPR)

Single sign-on support (SAML2)

Special educational prices



McAfee, Andrew; Brynjolfsson, Erik.

Machine, Platform, Crowd: 
Harnessing Our Digital Future

We must rethink the integration of minds and machines, 
of products and platforms, and of the core and the crowd



Google DeepMind supercomputer learns 3,000 years of human knowledge in 40 days

http://www.telegraph.co.uk/science/2017/10/18/alphago-zero-google-deepmind-supercomputer-learns-3000-years/

https://techcrunch.com/2017/05/23/googles-alphago-ai-beats-the-worlds-best-human-go-player/

Google’s AlphaGo AI beats the world’s best human Go player

Jie said that AlphaGo’s performance left him “shocked” and “deeply impressed” in post-match 
statements, noting that the moves the computer played “would never happen in a human-to-human 
match.”



Artificial intelligence identifies 
plant species by looking at them



47

Analyse audio, pictures and video with machine learning algorithms from IBM, Google and Microsoft
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Online machine learning chat bot

The QnA Maker lets you create a knowledge base
of questions and answers from online and editorial sources.

Microsoft QnA Maker is a free, easy-to-use, REST API and web-
based service that trains AI to respond to user's questions in a 
more natural, conversational way.
Integrate Microsoft Cognitive Services to enable your bot to see, 
hear, interpret and interact in more human ways.

https://qnamaker.ai
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GÉANT clouds Website

50

https://clouds.geant.org/support-for-institutions/

https://clouds.geant.org/support-for-institutions/


https://eventr.geant.org/events/2993

Cloud Security Myths & Opportunities - Amazon Web Services Webinar

There are many myths relating to cloud security which can deter using 
considering the advantages of cloud computing for their operations or research. 
This webinar will address these concerns and identify the opportunities that 
cloud services bring. Tim Rains is Amazon Web Services’ Regional Leader for 
Security and Compliance in Europe, Africa, and helps federal, regional and local 
governments understand the security requirements of cloud services. 

17 oktober

https://eventr.geant.org/events/2993


Networks · Services · People           www.geant.org

Any questions?
Thank you

andres@surfnet.nl

https://clouds.geant.org

Samen in de cloud 


