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SURFconext Key rollover
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9 april 2019 - What’s next @ SURFconext?
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 Wat is een key rollover?

 Wat gaat er veranderen?

* Waarom eigenlijk?
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SAML assertion anno 2019

IdP

Success
affiliation: employee
surName: van Dijk  .»




IdP SP
ol P - - & '

\ J TT"rrsee=rc . \. Y
h sp.example.com
sign with verify with
private key public key



[ [ ) )
IdP SP/IdP SP
~.. _—' ~... _—'
\_ J Tt meeeee=-T \_ J T trmemee==T \_ J
idp.example.edu engine.surfconext.nl sp.example.com

e e

A



-

CONEXT Metadata\

naam: SURFconext

ID: https://engine.surfconext.nl/authentication/idp/metadata

Location: https://engine.surfconext.nl/authentication/idp/single-sign-on/key:20181213

certificaat:
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Wat verandert er?
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IdP Certificate and Metadata

IdP Certificate and Metadata

The Public SAML Signing certificate of the SURFconext IdP

= https://engine.surfconext.nl/authentication/idp/certificate

= https://engine.surfconext.nl/authentication/idp/certificate/key:default

= https://engine.surfconext.nl/authentication/idp/certificate/key:20140505
= https://engine.surfconext.nl/authentication/idp/certificate/key:20181213

The Public SAML metadata (the entity descriptor) of the SURFconext IdP Proxy
= https://engine.surfconext.nl/authentication/idp/metadata

= https://engine.surfconext.nl/authentication/idp/metadata/key:default

= https://engine.surfconext.nl/authentication/idp/metadata/key:20140505

= https://engine.surfconext.nl/authentication/idp/metadata/key:20181213

The Public SAML metadata (the entities descriptor) for all the SURFconext IdPs
= https://engine.surfconext.nl/authentication/proxy/idps-metadata

= https://engine.surfconext.nl/authentication/proxy/idps-metadata/key:default

= https://engine.surfconext.nl/authentication/proxy/idps-metadata/key:20140505
= https://engine.surfconext.nl/authentication/proxy/idps-metadata/key:20181213

Metadata below is only relevant for key rollover or in case you want a custom WAYF for your SP

The Public SAML metadata (the entity descriptor) of the SURFconext IdP Proxy for SP with entity|D
"urn:example.org". Please replace "urn:example.org" with the entitylD of your own SP before testing this
metadata request. The resulting metadata will include the public key specific to your Service Provider,
which, in the case of key rollover, MAY be different from the regular public key.

= https://engine.surfconext.nl/authentication/idp/metadata?sp-entity-id=urn:example.org

= https://engine.surfconext.nl/authentication/idp/metadata/key:default?sp-entity-id=urn:example.org

= https://engine.surfconext.nl/authentication/idp/metadata/key:20140505?sp-entity-id=urn:example.org

= https://engine.surfconext.nl/authentication/idp/metadata/key:20181213?sp-entity-id=urn:example.org

The Public SAML metadata (the entities descriptor) of the SURFconext IdPs which allow access to SP
with entitylD "urn:example.org". Please replace "urn:example.org" with the entitylD of your own SP
before testing. The resulting metadata will include all SURFconext IdPs that allow access to the service,
as well as the SP metadata, if configured for SURFconext. Please note this information is generated
dynamically, so the number of available IdPs may change over time.

= https://engine.surfconext.nl/authentication/proxy/idps-metadata?sp-entity-id=urn:example.org

= https://engine.surfconext.nl/authentication/proxy/idps-metadata/key:default?sp-entity-
id=urn:example.org
https://engine.surfconext.nl/authentication/proxy/idps-metadata/key:20140505 ?sp-entity-
id=urn:example.org
https://engine.surfconext.nl/authentication/proxy/idps-metadata/key:20181213?sp-entity-
id=urn:example.org

https://engine.surfconext.nl
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SURFconext Metadata

This page contains the SAML 2.0 metadata of the SURFconext identity
federation. CONEXT

SURFconext metadata

= SURFconext IdP proxy metadata
(for use by Service Providers)

= SURFconext SP proxy metadata
(for use by Identity Providers)

= SURFconext IdPs metadata
(for use by Service Providers that build their own WAYF)

eduGAIN metadata

= Upstream eduGAIN metadata
(For use by the eduGAIN aggregator)
= Downstream eduGAIN metadata
(For use by Service Providers that allow login by eduGAIN IdPs)

Our downstream metadata is a copy of the eduGAIN metadata, republished by SURFnet.

Security

Metadata signing certificate

All above metadata from SURFconext is signed with a key that corresponds to the public key embedded
in the following certificate. Use this certificate to verify that the metadata you use from SURFconext is
valid.

= SURFconext metadata signing_certificate
Fingerprints of this certificate:
SHA-1 Fingerprint: 73:64:05:95:BA: DA:C5:D2:F9:B5:87:DE: 4A: 1C: 2B:E0:52:F5:D1:47

SHA-256 Fingerprint:
4B:05:FF:75:00:6A:36:47:79:EA:7E:45:26:B2:6A:64:B4:0E:57:F1:00:D9:6A:5A:21:D8:02:07:F3:43:4D:0E

Assertion signing certificate

The assertion signing certificate for SURFconext is part of above metadata feeds. For convenience,
when working with systems where it needs to be configured separately, you can use the following file.

= engine.surfconext.nl 20181213 certificate

https://metadata.surfconext.nl
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& metadata.surfconext.nl

This page contains the SAML 2.0 metadata of the SURFconext identity federation.

SURFconext metadata

(for use by Service Providers)

(for use by Identity Providers)

(for use by Service Providers that build their own WAYF)

eduGAIN metadata

(For use by the eduGAIN aggregator)

(For use by Service Providers that allow login by eduGAIN IdPs)

Our downstream metadata is a copy of the eduGAIN metadata, republished by SURFnet.

Security

Metadata signing certificate

All above metadata from SURFconext is signed with a key that corresponds to the public key embedded in the following certificate. Use this certificate to verify
that the metadata you use from SURFconext is valid.

| ]
Fingerprints of this certificate:

SHA-1 Fingerprint: 73:64:05:95:BA:DA:C5:D2:F9:B5:87:DE:4A:1C: 2B:E0:52:F5:D1:47
SHA-256 Fingerprint: 4B:05:FF:75:00: 6A:36:47:79:EA: 7E:45:26:B2:6A:64:B4:0E:57:F1:00:D9:6A:5A:21:D8:02:07:F3:43:4D:0E

ext is part of above metadata f convenience, when working with systems where it needs to be configured
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Certificate

2« | engine.surfconext.nl 20140505
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Subject Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20140505

Issuer Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20140505

Serial Number 00 C5 42 F7 19 F5 65 FB 2E

Version 3

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Not Valid Before Monday, 5 May 2014 at 16:22:35 Central European Summer Time
Not Valid After Sunday, 5 May 2019 at 16:22:35 Central European Summer Time

Public Key Info
Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters None
Public Key 256 bytes: AB61 30 36 C1 D2 32 87 ...
Exponent 65537
Key Size 2.048 bits
Key Usage Any

Signature 256 bytes: 2F OB F4 3EBB OB 12 21 ...
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Certifieate

©+ | engine.surfconext.nl 20181213
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Subject Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20181213

Issuer Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20181213

Serial Number 00 88 0OC AA 73 18 67 EB 7A

Version 3

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Not Valid Before Thursday, 13 December 2018 at 16:29:20 Central European Standard
Time
Not Valid After Wednesday, 13 December 2023 at 16:29:20 Central European Standard
Time

Public Key Info
Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters None
Public Key 256 bytes: B3 CE 19 2F 9F 04 44 5F ...
Exponent 65537
Key Size 2.048 bits
Key Usage Verify

Signature 256 bytes: 57 87 99 7CBB E9 DC 3D ...
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engine.surfconext.nl 20140505
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Subject Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20140505

Issuer Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20140505

Serial Number 00 C5 42 F7 19 F5 65 FB 2E

Version 3

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Not Valid Before Monday, 5 May 2014 at 16:22:35 Central European Summer Time
Not Valid After Sunday, 5 May 2019 at 16:22:35 Central European Summer Time

Public Key Info
Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters None
Public Key 256 bytes: AB61 30 36 C1 D2 32 87 ...
Exponent 65537
Key Size 2.048 bits
Key Usage Any

Signature 256 bytes: 2F OB F4 3EBB OB 12 21 ...
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| SURFconext metadata signer
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Issuer Name
Country or Region NL
Organisation SURFnet
Common Name SURFconext Root CA

Serial Number 6D 76 C3 A4 2A 6B 26 00 5A 7B 71 OC DE 7D 75 4D

Version 1

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Subject Name
Country or Region NL
County Utrecht
Organisation SURFnet
Organisational Unit SURFconext
Common Name SURFconext metadata signer

Not Valid Before Monday, 14 January 2019 at 17:39:05 Central European Standard Time
Not Valid After Thursday, 18 January 2024 at 17:39:05 Central European Standard Time

Public Key Info
Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters None
Public Key 256 bytes: C7 24 17 2A 97 CD6EDD ...
Exponent 65537
Key Size 2.048 bits
Key Usage Any

Signature 512 bytes: 8E F2 57 SE4C 4EAA 1D ...




Waarom eigenlijk?
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©+ | engine.surfconext.nl 20140505
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Subject Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20140505

Issuer Name
Country or Region NL
County Utrecht
Locality Utrecht
Organisation SURFnet B.V.
Organisational Unit SURFconext
Common Name engine.surfconext.nl 20140505

Serial Number 00 C5 42 F7 19 F5 65 FB 2E

Version 3

Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Not Valid After Sunday, 5 May 2019 at 16:22:35 Central European Summer Time

Public Key Info
Algorithm RSA Encryption ( 1.2.840.113549.1.1.1)
Parameters None
Public Key 256 bytes: AB61 30 36 C1 D2 32 87 ...
Exponent 65537
Key Size 2.048 bits
Key Usage Any

Signature 256 bytes: 2F OB F4 3EBB OB 12 21 ...
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Samengevat

/

* Nieuwe Assertion Signing key
* Geldig tot 18 december 2024
Nieuwe metadata locatie
* metadata.surfnet.nl
Nieuwe Metadata Signing key
* opgeslagen in HSM
* Ieder uur ververst
 Certificaat uitgegeven door offline root
Deadline voor migratie: 1 Mei 2019

 Documentatie: https://edu.nl/keyrollover



https://edu.nl/keyrollover

M Joost.vanDijk@surfnet.nl

’ @joostd

@ joostd@hotmail.com

ﬁ https://www.linkedin.com/in/joostd/




