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Agenda

= Korte uitleg Science Collaboration Zone

= Workshop: Do It Yourself demo van SBS SCZ
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The trend & the problem
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* Identity verification of users
* Provisioning of user accounts — currently: manual, zero hours, social...
* Non-web systems (SSH etc)

* Provide (non-edu) guest access

e Authorization (attributes)

* 2 factor authentication

* Teams/group-management

* Deprovision (!) accounts (also when affiliation has changed)

* International collaboration, etc

(Ad-hoc)
Collaborative
Organization

Collaborative
Research
Environment

Herkenbare problematiek? Wat is de kijk van architecten? Willen die er ‘iets’ mee, etc.? WET




Web-/browser based services use SURFconext
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Non-web-/browser based services ...?
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20% of current research support for identity & access management

/
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= (and this excludes the time of the researcher, Pl and all others involved)
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Standards based solution

= Based on international inventory of ‘access’ needs of researchers: FIMA4R (2013),
FIM4Rv2 (2018)

= Piloted in EU project (with SURF involvement): AARC Blue Print Architecture /

= Standards based (BPA, LDAP, OIDC, SAML)

What is AARC?
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https://fim4r.org/documents/
https://fim4r.org/documents/
https://aarc-project.eu/
https://aarc-project.eu/architecture/

5 steps to research access nirvana
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Modular standards based interfaces
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Pilots
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Universitair Medisch Centrum
Utrecht

ASTRON %

Netherlands institute for Racio Astronomy

Universiteit Utrecht

Zie https://wiki.surfnet.nl/display/SCZ/Pilot+partners

wiki.surfnet.nl/display/SCZ/Pilot+partners
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Pilot partners

o' Created by Raoul Teeuwen, last modified on Fri 31 Aug 2018

In 2018 the SURF SCZ-team conducts pilots with a number of institutions. Goal of the pilots is to investigate the exact needs (what features does SCZ need to provide), test
actual software, develop software based on needs and at the end of 2018 be able to decide on a go/no go on whether SURF can offer this as a service and if so, how to
cover the cost etc.

The below table shows institutions that have contacted the SCZ-team and what requirement(s) they've expressed. Each institution has its own dynamics, so some institutions
are swift in steps taken to connect (a) service provider(s) and test SCZ, while others have one or more reasons the pilot doesn't progress as fast as some might hope.

Although we try to keep (also) this page current, for the latest information if needed, check with raoul.teeuwen@surfnet.n! . To be added as a pilot, please read

Institution(s) Requi Status
or
collaboration

UU (U2Connect)  UU has built an iRODS based data management middleware solution to share data with researchers both from within the UU Deployed,
and with researchers from remote institutions; UU has augmented iRODS with a layer called YODA, Your Data. In this pilot, testing/piloting and
YODA is coordinating user provisioning but is using SCZ COmanage AP!'s to do a large part of the actual work. improving/extending
From the SCZ perspective, UU is testing the guest access functionality, invitation flows and non-web-access.

UVA/HVA UVA/HVA is looking to share local (UvA/HVA) e-resources with the rest of the "world" as part of their internal project "Access to  Discussing LDAP
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https://wiki.surfnet.nl/display/SCZ/Pilot+partners

Amsterdam UMC onderzoeks IT architectuur
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Research Environment Amsterdam UMC V1.2
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Video’s & DIY demo

2 video’s of example (!) solutions:

pam-websso-pin3.mp4 + v.1 [Current] ~

We also have a DIY demo:

* Go to https://wiki.surfnet.nl/display/SCZ/Demo
* Read & follow (!!!) the DIY demo steps/manual...



https://wiki.surfnet.nl/display/SCZ/Demo

Links

® JISC legal blog ‘Federated Authentication and the GDPR Principles’

® SCZ wiki

® Samenwerkings Beheer Systeem
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https://community.jisc.ac.uk/blogs/regulatory-developments/article/federated-authentication-and-gdpr-principles
https://wiki.surfnet.nl/display/SCZ
https://wiki.surfnet.nl/display/SCZ/Collaboration+Management+System+%28Dutch%3A+SamenwerkingBeheerSysteem%29+-+SBS

Wat gaan we doen?

® |n 2-tallen

= 1 ‘CO’-admin, 1 member (onderzoeker die bij een dienst moet kunnen)

@ 1 gaat zich CO-admin worden /
® CO-admin gaat member uitnodigen /

= Member gaat uitnodiging accepteren en krijgt daardoor toegang tot Nextcloud

= Starten? Ga naar https://edu.nl/jdfre .

Bij stap 5, laat mij even weten op welk email adres ik je kan uitnodigen
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https://edu.nl/jdfre
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