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SURF DATA EXCHANGE

Freek Dijkstra, Axel Berg, Mike Kotsur, et al.

Share data while retaining control and
confidentiality of your data
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Barrier for data sharing

A Gain is usually with the data consumer, burden is with the data provider
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Willingness to share data

ROI +

Return on Investment (ROI) is determined by
the balance between effort it takes to share
data, and the gain received by sharing data

Gains Effort

Gains ___o___Fffort.

Return on investment

3 Original diagram by Nadia Piet, Ocean Conijn, and Joris van Rossum

Trust

Trust is determined by the balance between
the risks (due to privacy or competition), and
the control (due to verification and security) of
sharing and usage of data

Control Risk

Trust




Working prototype on trusted data sharing

Data Consumer
(Algorithm Provider)

Data Provider

Trusted Third Party

Secure
container

® No access to data itseif..py Data Consumer

= Control by Data Provider: “.,

Workflow

on request: affiliation, purﬁbsg

] e Share Data provider shares data with trusted third party ]
onin put: d |g0rlthm (COde, ........... data Data consumer shares algorithm with trusted third party
dependencies, certification) e Data consumer makes request to data provider; ]

.......... Data provider verifies requester and algorithm; ]
on output: inspection before release @ L and selects data set(s)
u Trusted third party creates secure container; ’
... mounts algorithm and data set;
on execution: transaction logging, . = SxEclies dlgorthn;
revoke permission’ no network access’ Cura tlon Of rESU/t Data provider verifies output and algorithm behaviour; ]
CheCk On algorithm mOdiﬁcatiOnS Once released, the data consumer receives the output. ]




& C © & https://researchdrive.surfsara.nl/index.php/apps/files/?dir=/&view=sha e & % | Q Search N 8 ® 0 ® o =
Menu = Files @ESEARCH DRIVE Q freek@macfreek.nl
i Allfiles Name Share time
F it
K Favorites ugly_cats_and_dogs Shared with Data Exchange 2 days ago
¢ Shared with you _—
E cat-looks-like-dog-1 Shared with Data Exchange 13 hours ago
<€ Shared with others
23894
égzs random_numbers Shared with Data Exchange 2 days ago
& Shared by link *
@ External storage

W Deleted files

£ Settings

. Data is shared with the Data exchange
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All files

Favourites

Shared with you

Shared with others

Shared by link

External storage

Deleted files

£ Settings

My Files

@ https://researchdrive.surfsara.nl/index.php/apps/files/?dir=/&fileid=81846599
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Name

calculate_sum

calculate_average

demo1_data

demo1_code

Data Exchange

ComputeWizards

catordog

catdog

+

Mike Kotsur

Mike Kotsur

Data Exchange

Shared

Shared

Mike Kotsur

Size

0 KB

0 KB

121.8 MB

121.8 MB

Modified

a month ago

a month ago

14 days ago

a month ago

13 hours ago

a day ago

©

calculate_sum.py
<1 KB, a month ago

Ox=08® 1

Activities Comments Sharing

User and Groups

Data E|

Data Exchange

Public Links

Q

Freek Dijkstra
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Algorithm is shared with the Data exchange by researcher




( NON ) My Files em, Files - SURF - Research Dri\ =

|

< > C 8 | @ https://dataexchange.surfsara.nl/tasks/request LY ©x0® 0

—

DataExchange (Demo) Home My permissions MECEICHECICSEM Log out (freek.dijkstra@surfsara.nl) — Algorithm owner (Toggle)

it

Create request

Request Permission for a dataset Run an algorithm with continuous permission

Type of

Run once = Select algorithm Select algorithm v
permission

Select dataset Select algorithm first.
The selected algorithm will be ran on the selected s
dataset of the data owner exactly once. m

Select algorithm v Select algorithm

calculate_sum.py

S

Dataset

Can | run the sum on your numbers?
description

. Researcher makes a request to the data provider @%




: Shared with others - SURF - X My Files X

<« c ®© © & https://dataexchange.surfsara.nl/tasks/80 80% oo % | | Q Search m 8 ©® @ ® ¥ =
Step 1. Accept algorithm Step 2. Run algorithm Step 3. Release output ‘
Algorithm Owner Algorithm Name Algorithm Code
freek.dijkstra@surfsara.nl calculate_sum.py calculate_sum.py

#!/usr/bin/env python

Permission Type Algorithm Dependencies import sys
one time permission sys def main():
try:
filename = sys.argv[1]

I . . except IndexError as err:
Permission Information Algorithm Length sys.stderr.write("Please spec
The selected algorithm will be ran on your Lines: 22, Words: 44, Characters: 522 return -1
selected dataset once. —

with open(filename, 'r') as numbe
for number in numbersfile:

try:

= . sum += int(number)

Run algorithm on data to see output and go to step 2 Reject request

Choose dataset

. Data provider reviews request and selects dataset




: Shared with others - SURF - X My Files X

(€ ) C © & https://dataexchange.surfsara.nl/tasks/80 80% oo % | | Q Search mw 8 ® @ © =5 =

¢ Back

‘ Step 1. Accept algorithm Step 2. Run algorithm Step 3. Release output

Run algorithm

Completed: Creating container

Completed: Installing dependencies
Completed: Downloading data and algorithm to container
Completed: Blocking all outside access to container
Verifying algorithm
Running algorithm on data
Saving output
Deleting container including data and algorithm

Wrapping up..

. Trusted Third Party runs algorithm on dataset




: Shared with others - SURF - X My Files x

& C © & https://dataexchange.surfsara.nl/tasks/80 80% e & % | Q Search mn 8 ® @ ©® ¥ =
Step 1. Accept algorithm Step 2. Run algorithm Step 3. Release output
Algorithm Owner Algorithm Name Output
freek.dijkstra@surfsara.nl calculate_sum.py
30717

Permission Type Algorithm Dependencies
one time permission sys
Permission Information Algorithm Length
The selected algorithm will be ran on your Lines: 22’ Words: 44, Characters: 522
selected dataset once.

Used Dataset

random_numbers.txt

Release output

o Data provider reviews output




| BON My Files @, Files - SURF - Research Driv. |

<l

< > C B8 @ https://dataexchange.surfsara.nl/tasks/80 JORGN<EWNEEN -2V N ¢ I TR

—

it

Execution finished

Data Owner Algorithm Name Output
freek.dijkstra@surfsara.nl calculate_sum.py

30717
Permission Type Algorithm Dependencies
one time permission sys
Permission Information Algorithm Length

The selected algorithm will be ran on the Lines: 22, Words: 44, Characters: 522
selected dataset of the data owner exactly

once.
Choose dataset

random_numbers.txt

. Researcher can see released output @%




& C © & https://dataexchange.surfsara.nl/manage_data 80% e & % | Q Search mn 8 ® @ ©® ¥ =
DataExchange (Demo) Home [MVELCLEANEICIN Review Requests Log out (freek@macfreek.nl) — Data owner (Toggle)

Manage shared Files and Folders

o random_numbers.txt Withdraw Data

Permissions Runs
With Algorithm Type Algorithm Owner Passed When Action
freek.dijkstra@surfsara.nl calculate_sum.py one time permission Reject Permission freek.dijkstra@surfsara.nl Passed 20-11-2019 See log
freek.dijkstra@surfsara.nl Rejected 18-11-2019 See log

o ugly_cats_and_dogs Withdraw Data

., Data provider can at any time withdraw permissions




Next Steps

@ Better understanding of the needs and requirements

This webinar!
= Work with potential pilot partners

Integrate with ODISSEI Data Node

Talks with other interested organisations (perhaps you?)
= Make the demo accessible to everyone.

Currently requires a SURF ResearchDrive account

We’'ll make it work with e.g. Google Drive (August 2020)
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Different Methods to Ease Data Sharing

Pseudonymization

Filtering (on records)

Pruning (on properties)
Aggregation (combine records)
Make coarse grained buckets
Slight alteration of data
One-way hashing

One-time identifiers

Synthetic data (mix records / Al)

J

Secure Computing

Secure multi-party computation
Homomorphic encryption
Garbled Circuits
Zero-knowledge proof

p
Agreements Registration
* Stipulation of what can/cannot Authentication
be done Verification of credential
* Signing of contract or NDA Reputation score
* Dispute resolution process Policy framework
Audit trails
\§
(
Data Vault Secure Containers
* Data source retains control Bring algorithm to data
* Delegate permissions At Trusted third party or at data
* No central data lake provider
e Data marketplace Share output instead of data
\§
14
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